Tejas Thorat

thorattejas45@Qgmail.com e +91-9322480901 e Aurangabad, Maharashtra, India
linkedin.com/in/tejas-thorat-542533253 e github.com/tejassroot

PROFESSIONAL SUMMARY

Penetration Tester with hands-on experience conducting comprehensive security assessments and identifying vulnerabilities
across web applications, APIs, and enterprise networks. Skilled in simulating real-world adversary attacks, performing
manual vulnerability verification, and evaluating business risk. Proven ability to author actionable remediation guidance
and stay ahead of emerging exploitation techniques.

PROFESSIONAL EXPERIENCE

RudraTech Services March 2026 — Present

Cyber Security Intern Aurangabad, India

e Performed Vulnerability Assessment and Penetration Testing (VAPT) across 10+ web applications and internal network
environments.

e Discovered and verified 20+ security vulnerabilities, including OWASP Top 10 flaws, Broken Access Control, and API
authorization bypasses.

e Captured and analyzed 100,000+ network packets using Wireshark and assessed enterprise wireless infrastructure,
remediating 5+ critical security weaknesses.

e Authored 10+ detailed VAPT remediation reports with reproducible Proof of Concept (PoC) exploits, accelerating patch
turnaround time by 40%.

Bug Hunter (Freelancer) Freelance
Bug Bounty Tester

e Conducted independent security assessments across 15+ target web applications through Bugcrowd and HackerOne
platforms.

e Reported 10+ valid medium and high-severity vulnerabilities adhering strictly to responsible disclosure standards.

TECHNICAL SKILLS

Penetration Testing, Vulnerability Assessment, Web and API Security, Network Security, Cloud Security, Reconnaissance,
Attack Surface Mapping, Business Logic Testing, Burp Suite, Nmap, Metasploit, Wireshark, Linux, Windows

PROJECTS

ReconAutomator — Bash, Python, Subfinder, Dnsz, Httpz, Katana, Naabu

e Engineered an automated multi-stage reconnaissance framework that reduced external attack-surface mapping time by
60%.

e Automated the extraction of 200+ REST and GraphQL endpoints and detected leaked API credentials across analyzed
target domains.

JSFinder — Python, Asyncio, Regex, REST APIs
e Developed a modular CLI tool for attack surface discovery, parsing 500+ JavaScript files per run to extract hidden
routes and source maps.

e Enforced 100% out-of-scope request prevention and dynamic rate limiting, enabling seamless crawling of 50+
subdomains without WAF blocks.

CERTIFICATIONS
Certified Red Team Analyst (CRTA) (In Progress) ¢ Multi-Cloud Red Team Analyst (MCRTA) (In Progress)
IBM Cybersecurity Fundamentals (June 2026) e Cisco Ethical Hacker (May 2026)

HONORS AND AWARDS

Intern of the Month Award: Awarded Intern of the Month at RudraTech Services for exceptional performance in
VAPT engagements.

Hall of Fame: Microsoft, Bosch, Adore Me, Victoria’s Secret, TU Delft, Dick’s Sporting Goods, Genius

EDUCATION

Dr. Babasaheb Ambedkar Marathwada University June 2022 — January 2026
Bachelor of Science in Computer Science Maharashtra, India
Vivekanand Arts, Sardar Dalip Singh Commerce and Science College Completed 2022

Higher Secondary Certificate (HSC) Maharashtra, India
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